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KYRGYZ INVESTMENT
AND CREDIT BANK

Attachment #2 to internal order # OT 0242
dated 29.12.2008

[Mpunoxenue Ne2 x [Ipuxazy NeOT 0242 ot 29.12.2008

ONLINE BANKING AGREEMENT

This is concluded on
«_» 2011 in Bishkek City,
Kyrgyz Republic (the “Agreement”) by and
between:

Agreement

(1) Kyrgyz Investment and Credit Bank Closed
Joint-Stock Company (KICB), a legal entity
organized and existing under the laws of the
Kyrgyz Republic, having its legal address at: 21
blvrd. Erkindik, Bishkek, Kyrgyz Republic (the
“Bank”), represented by KICB

;and

acting on basis of a

(2)

JJOTOBOP BAHKOBCKOI'O
OBCJYKUBAHMUS ITIO CUCTEME «BAHK-
KJIUEHT»

Hactostmumit = JloroBop  3aKkjlO4€H  CEroJHs
«_» 2011 r. B ropone bumkex,
Keipresckas PecnyOmmka (mamee mo TekcTy —
«/loroBop») Mexmy:

(1) 3akpeiteiM  AxmwoHepHBIM — OOIIECTBOM
«KbIprei3ckuit Musectunimonso-KpeautHeiit
baHk», OPUIUYECKUM JIUIIOM, YYPEKICHHBIM H
JEHCTBYIOIIM B COOTBETCTBHHU c
3aKoHOAaTenbcTBOM KrIpre3ckoit  PecrryOmmkw,
UMCIOIIUM  fopUIndeckuil aapec: KoIpreizckas
Pecniybnuka, r. bumikek, OynasBap DpkuHauk 21,
(manee mo  Tekcty «baHk») B e

JIEHCTBYIOIIETO Ha OCHOBAaHUH JJOBEPEHHOCTH;

(2)

residing at: Kyrgyz Republic,

(the “Customer”).

The Bank and the Customer are hereinafter referred
to jointly as the “Parties” and individually as the
“Party”.

1. Subject of the Agreement.

1.1. This Agreement sets forth the rules and
principles of exchange and management of
electronic documents (the “ED”) used by the Bank
in its cash settlement operations and services
provided to the Customer under the General
Account Agreement dated
(the “General Agreement”) and
other account agreements between the Customer
and the Bank through the Bank-Customer online
banking system (the “System”).

1.2. Under this Agreement, the Bank agrees to
provide the Customer with the services/operations
defined in Subsection 3.1 hereof.

1.3. In order to carry out the services/operations as
provided for herein, the Bank shall provide and the

(manee mo Tekcty - «KimeHT»), MpOKUBAOIIAM
(ei#t) mo ampecy:

bank m KnumeHt pamee COBMECTHO HMMEHYIOTCS
«CTOpOHBIY, a TI0 OTAETBHOCTH «CTOpOHAY.

1. Ilpeamert [dorosopa

1.1. Hacrosmmii  [oroBop  ycTaHaBIMBaeT
npaBuiIa oOMEHa M OCOOEHHOCTH OIEepPallOHHON
paboThl ¢ DJIEKTPOHHBIMH JOKYMEHTaMH (janee
no Texkcty — «3/1»), ucrnonp3yeMbIMu B Ipolecce
OCYILIECTBIICHUS baHKOM pacdyeTHO-KaccoBOIrO
obcioyxuBanust KinmeHTta B COOTBETCTBHH C
I'eHepanbHBIM COTJIAIIEHWEM MO BEACHHIO CUETa
Ne oT

(manee mo TekcTy - «I enepanpHOe CoTamieHue )
u gpyrux cueroB Kimenta B banke ¢
ucrnonb3oBanueM  cuctembl  «bank-KimenT»
(manee mo texcty — «Cucremay).

1.2. B pamkax Hacrtosuero JloroBopa baHnk

npenoctasnsier  Knmenty — yciyru/onepanys,
nmpexycMoTpeHHsle B 1. 3.1.  Hacrosmiero
Horosopa.

1.3. JIns ocymiecTBieHHsl YyCHOyr/onepanuii B
COOTBETCTBUM ¢ HactosiuM Jloroopom bank




Customer shall accept the System software to be
installed by the Customer on his/her personal
computer consistent with technical requirements set
forth in Annex 2 to this Agreement in accordance
with the Bank’s instructions.

2. Information security during ED exchange

2.1. The Parties acknowledge that the System used
under this Agreement is adequate to ensure reliable
and smooth operations associated with the
processing, storing, receiving and transmitting
information.

2.2. The Parties acknowledge that the information
security system ensuring control over data integrity
of the ED transmitted, authenticity of an electronic
digital signature (the “EDS”) and encryption of the
ED, is adequate to protect against any unauthorized
access and to provide confirmation of authenticity
of the ED.

2.3. The Parties acknowledge that it is impossible
to forge the Customer’s EDS, i.e. to insert a correct
EDS into the ED on behalf of the Customer,
without knowing a secret (private) key of the
Customer’s EDS which is known only to the
Customer.

2.4. The information security system for the
purposes of this Agreement shall include: the Keys
(both private or secret and public), passwords,
codes and ciphers, etc.

3. Customer services and terms and conditions
of ED exchange

3.1. The Bank shall provide the Customer having
access to the Internet with the following
services/operations:

- Currency conversion;

- Inside the Bank transfers (for all accounts);

- Bank-to-bank transfers;

- Other services/operations available to the
Customer.

3.2. The Parties acknowledge that the ED are the
same as relevant documents in paper form, and the
EDS appearing on the ED is the same as a
handwritten signature and certifies the same rights
and obligations of the Parties as those set forth in
the payment documents in paper form properly
executed in accordance with the effective laws of
the Kyrgyz Republic, the General Agreement, other

nepenaer, a KiMeHT NpHHUMAaeT NpPOrpaMMHOE
obecricuenne CHCTEMBI, kotopoe KimmeHt
JIOJDKEH  YCTaHOBUTb B COOTBETCTBUU  C
MHCTPYKIMSAMH baHka Ha cBoeM MepcoHaTIbHOM
KOMIIBIOTEPE, KOTOPBIA TOIDKEH COOTBETCTBOBATH
TEXHUYECKUM  TpeOOBaHUAM, YKa3aHHBIM B
[Mpunoxxenun 2 k Hacrosimemy Jlorosopy.

2. 3ammTa uHdopmanumn npu oomere /1

2.1. CTOpOHBI MPHU3HAIOT, YTO UCTIONb3yeMas UMU
no HacrosmmeMmy JloroBopy Cucrema sBISIeTCS
JOCTaTOYHOHW 1 OOecredyeHus] HaleKHOW u
a¢pexTrBHOM paboThl Mpu 00paboTKe, XpPaHEHHH,
npueMe U nepeaade HHHOPMaIHH.

2.2. CTopoHBI PU3HAIOT UCIOIB3YEMYIO CUCTEMY
3amuTel MHGOpMAanuu, KoTopas obecreynBaeT
KOHTPOJIb 3a LEJIOCTHOCThIO NepedaHHbix /I,
MOJUTMHHOCTBIO IEKTPOHHOHN IH(POBOI MoAIHCH
(manee o Tekcry - «UI») u mudpoBanuem I/,
JIOCTaTOYHOU JUISL 3aLUTHI oT
HECaHKIIMOHUPOBAHHOTO JOCTyIa, a TakKke JUId
MOTBEPKACHUS MOATMHHOCTH D/].

2.3. Croponbsl npusHarT, 4yto mnoanenka OLIII
Knuenra, To ecth coznanue koppexktnoit LI O /1
or wMeHn KimeHTta, HeBo3MOkHa Oe3 3HaHHUS
cekpetHoro (3aKkpeiToro) ximoda OII1 Knuenra,
KOTOPBIN U3BECTEH TOJIbKO KineHrTy.

2.4. Cucrema 3amuTbl HHQOPMALMM B paMKax
Hacrosimero JloroBopa BkiouaeT B ce0st: Kiroun
(3aKpBITBIA — CEKPETHBINH M OTKPBITHIN), MApOJIH,
MUQPHI A T. 1.

3. Hopspoxk o6cayxuBanusi Kimenta n
ycaoBus oomMeHa D]

3.1. bank mpenocrapnser Knuenry, nmeroniemy
JocTyn B rio0anbHyr0  ceTb  MHTepHer,
CIIEIYIOIINE YCITyTH/ONeparyu:

- KonBepranus BamoThl;

- [Inarexxu BHyTpH OaHKa (11 BCEX CUETOB);

- [Inatexxu B gpyrue GaHkw;

- Nuble yenyru/oneparmu, noctynHble Kiuenry.

3.2. CropoHbl mpu3HaT, uto O/ sBuseTcs
9KBHUBAJICHTOM COOTBETCTBYIOIINX JOKYMEHTOB Ha
OyMa)KHBIX HOCHUTENAX, a MPOCTaBJIEHHAs Ha HUX
OUII saBnsiercss aHANOroM COOCTBEHHOPYYHOMH
MoAnucH u nopokaaeT st CTOpoH Bce TMpaBa H
00S3aHHOCTH, YTO M O(OPMIIEHHBIE HaJIEKAIINM
00pa3oM IUIaTeXKHbIE JTOKYMEHTHI Ha OyMajKHBIX
HOCHUTEJISIX B COOTBETCTBHH C JEWCTBYIOIINM




account agreements between the Customer and the
Bank and this Agreement.

3.3. Once the EDS public key is registered by the
Bank, any of the ED bearing the Customer’s EDS
and received by the Bank through the System shall
be treated as sent by the Customer and shall be
processed as provided for herein.

3.4. The Bank shall charge the fee for the
services/operations provided by the Bank to the
Customer according to tariff defined by the Bank
and valid on the date of the respective operation as
provided for in this Agreement and the General
Agreement. Tariff for services/operations provided
according this Agreement shall be specified in the
Annex 3 “Terms and conditions” to this
Agreement.

3.5. The ED shall be accepted by the Bank during
banking days pursuant to the timetable attached as
Annex 1 to this Agreement.

3.6. In the event of any change in the ED
acceptance timetable, the Bank shall notify the
Customer in writing or through the System. The
new timetable shall have effect from the date of
notification of the Customer or a specific date
mentioned in the notification.

4. Rights and obligations of the Parties
4.1. The Bank’s obligations shall be as follows:

4.1.1. To provide the Customer with the System
software as well as the System installation and
operation manual.

4.1.2. To accept and process the ED received
through the System from the Customer bearing the
Customer’s EDS and encrypted by the Customer’s
key.

4.1.3. To disable the public Key immediately upon
written request by the Customer. The Customer’s
verbal request to disable the Key shall be accepted
by the Bank after proper identification of the
Customer through confirmation of codeword,
provided that the Customer shall submit a written
confirmation within one (1) business day from the
date of the Customer’s verbal request to disable the

3akoHOAaTeIbcTBOM  KoIpreizckoit PecryOmnmkw,
I'enepanbupiM CormaimieHueM, COIJalieHUAMH IO
npyrum cuetam Knuenta B banke u HacTodmmm
JoroBopom.

3.3. C momMeHTa peructpanuu oTkpsitoro Kiroua
OUIT B banke, moboii O/ ¢ DUII Kiuenra,
nmomydeHHbId 10 Cucreme bankom, cunTaercs
HampaBleHHBIM  KiMeHTOM ¥ TOIUIeKHT
WCTIOJIHEHHIO B COOTBETCTBHHM C HACTOALIMM
JloroBopom.

3.4, Ycnyru/onepanu, MPEAOCTaBIIsIEMBIE
BaHkoM, JOMKHBI OBITH OIIaueHnl KineHToM B
COOTBETCTBHUHU c Tapudamu banka,
I[CﬁCTByIOHII/IMH Ha MOMCHT MMPOBCACHUA
olepanud Ha YCIOBUAX, IIPEAyCMOTPEHHBIX
HacrosimuMm ~ JloroBopom u  ['eHepalibHBIM
Cornamenuem. Tapudsl 3a yciyru/onepanym,
MPEIOCTaBIsAEMbIE B COOTBETCTBUU C HACTOSLINM
HoroBopoM, ykasbBatoTcst B [lpumokennn 3
«YcnoBus 1 Tapuds» K HactosmeMy [lorosopy.

3.5. O]J] npuanmarotcs bankoMm B OaHKOBCKHE THU
B COOTBETCTBHE C Ipad)uKOM, yCTaHOBJICHHBIM B
[Mpunoxenun 1 k Hacrosimemy Jlorosopy.

3.6. B cinyuyae m3meHenus rpaduka mpuema DJ]
bank 00s3yeTcst u3BecTuTh 00 3TOM Kitnenta
MyTeM HaNpaBlICHUS TMHCbMEHHOTO COOOIIEHUS
mbo  WHGOPMAIMOHHBIM  COOOIIEHHEM IO
Cucreme. C moMenTa usBeleHns Kimmenra imm6o ¢
JIaThl, YKa3aHHOHM B COOOIIEHUN JEHCTBYET HOBBIN

rpaduk.
4. IlpaBa n od6s3anHOCcTH CTOPOH
4.1. baHk o0s3yeTcs:

4.1.1. IlpeacraButs  Kiumenty mnporpamMmHOe
obOecrieyenne CucTeMbl W HMHCTPYKLHMIO O
ycTaHOBKe U pabore ¢ CHCTEMOH.

4.1.2. TlpyHEMaTh K WCHOJHEHHUIO TOJyYCHHBIE
no Cucreme 3J1 Knuenra, 3aBepennsie ero DI
1 3amu(pOBaHHBIE C TTOMOIILIO €T0 KITF0YA.

4.1.3. HemeaneHHO OJIOKMPOBaTh OTKPBITHIN
Kirou no mnmcemMeHHOMy 3asiBneHuro KimeHra.
VYcrHoe 3asBienune Kimenra o OiokupoBaHHH

NIPUHUMAETCS bankom  mpu HaJIeKanen
UACHTU(OUKALIUN Kmmenra  — COO0OIIIEHUS
Kinuentom KojoBoro cioBa, B 3TOM Ciydae
KimeHnt o00s3aH  TpeoCTaBUTh NHCBMEHHOE

MOATBEpKAeHUE B TedeHune 1 (omHoro) pabodero




public Key.

4.1.4. To inform the Customer of detecting any
attempt of unauthorized access to the Customer’s
accounts.

4.1.5. To keep confidential the Customer’s account
operations and to provide information thereon only
in cases stipulated by Kyrgyz laws.

4.2. The Bank’s rights shall be as follows:

4.2.1. To unilaterally change at its own discretion
the tariff of the fees for the services provided under
this Agreement with notice to the Customer to be
communicated ten (10) calendar days prior to such
change through announcements posted in the lobby
of the Bank, or its branches or representative
offices or on its website at www.kicb.net or sent
through the System.

4.2.2. To withhold, without further authorization,
from the Customer’s account or accounts the
amount of the fee for the services provided through
the System charged at the rates defined by the
Bank. If the sum in the account(s) is not sufficient
enough to satisfy all demands the amount of the fee
shall be withheld as available.

4.23. To decline the ED submitted by the
Customer, if such ED are inconsistent with the
requirements of Kyrgyz laws or/and the Bank’s
regulations, rules and other internal documents.

4.2.4. To refuse to provide the Customer’s
account(s) services/operations, if the sum in the
account is not sufficient, unless the Parties agree
otherwise.

4.2.5. To disable, at its own discretion, the public
Key in the event of any actual or attempted
unauthorized access to the Customer’s accounts.

4.2.6. To request the Customer, when necessary, to
fill out and sign a document in paper form in order
to perform the service/operation not later than on
the following business day by notifying the

MHS C MOMCHTa YCTHOTO  3asBICHUS O
OIoKMpoBaHUU OTKPHITOTO KiTtoua.
4.14. Coobmiate  Kmmenty B ciywae

0oOHapyKeHHsI TOMBITKH HECaHKIIMOHUPOBAHHOTO
JnocTyna k cueram Knuenra.

4.1.5. CoxpaHsitb 0aHKOBCKYIO TaiiHy 00
orepanusx, MPOU3BOJAUMBIX o cyetaM KimeHTa,
W TIPEIOCTaBJIATh CBEACHUS MO HUM TOJBKO B
ClIydasix, MPeLyCMOTPEHHBIX 3aKOHOJATENbCTBOM
Keipreickoii Peciy6mukm.

4.2. bank Bnpase:

4.2.1. VI3MeHSITh B OTHOCTOPOHHEM TOPSIIKE U TIO
CBOEMY YCMOTpPEHUIO Tapu@sl 3a
NpPEJOCTaBIsieMbIe YCIYTH B COOTBETCTBHU C
HacrosimuM JloroBopoM, yBemomuB Kiwmenra 3a
10 (mecsaTh) KaJCHIAPHBIX JHEW MO JaThl MX
BBEJCHUSl IyTEeM pa3MellleHuss HHPOpMaluu B

nomeliennn  baHka, ero  ¢Quimamax — Win
NPE/ICTABUTEIbCTBAX WM Ha caiite WWWw.Kich.net
wii  MHQOPMAIIMOHHBIM  COOOIIEHHEM  TI0
Cucreme.

4.2.2. B 0Oe3akienTHOM MOPSAKE CIHMCHIBATH CO
cyera/cyeToB KimeHTa cymMMy BO3HarpaKICHHS
3a MPEJOCTABIICHHBIC YCIYIH € TPUMCHECHHEM
CucreMbl B COOTBETCTBUMU ¢ Tapudamu banka.
[Ipy HEIOCTATOYHOCTH JCHEKHBIX CPEJCTB Ha
cyeTe IS YIOBJICTBOPEHUS BCEX MPEIbSIBICHHBIX
K HeMy TpeOOBaHUH ClTMCaHUE JICHEKHBIX CPE/ICTB
OCYIIECTBIISICTCS 10 MEPE UX IMOCTYILUICHUS.

4.2.3. He npuHumaTth K ucnoiaHeHuto ot Kiuenra
O/1, opopmieHHbIE ¢ HapylIEHUEM TPEeOOBaHMIA,
YCTaHOBJIEHHBIMH JIEHCTBYIOIIUM
3aKoHOAaTenbcTBOM KbIpreisckoit  PecryOnmku
WIN/W TIOJIOXKEHUSIMH, IpPaBWIaMH W APYTUMHU
BHYTPEHHMMH JOKyMeHTamMu baHka.

4.2.4. He oCyIIeCTBIATh YCIyTH/OMEpaIuyl 10
cuery KiineHTa B cilydae HeloCTaTKa CpEJCTB Ha
cyere, eciii CTOPOHBI HE JOTOBOPUIIHICH 00 WHOM.

4.2.5. brnokupoBaTh TIO CBOEMY YCMOTPEHHIO
OTKPBITBII Kirou B Cilydae
HECAHKIIMOHUPOBAHHOIO JOCTYyNa HJIM IONBITKU
HECAaHKLIMOHUPOBAHHOIO  JIOCTyHa K cueTaM
Knuenra.

4.2.6. B HeoOXOAMMBIX CIy4asx 3aTpe0oBaTh OT
Knuenrta odopmiteHust ToKyMeHTa Ha OyMasKHOM
HOCHUTEJIE C €ro MOANKCHIO AJISI OCYLIECTBICHHUS
ycayru/onepaniuy  He  TO3[HEe, YeM  Ha



http://www.kicb.net/
http://www.kicb.net/

Customer in writing or through the System. The
Bank shall not process the ED until it receives the
document in paper form.

4.2.7. To suspend the provision of settlement
services to the Customer through the System in the
following cases:

- if any technical failures occur in the System
operation, until such failures are fixed;

- if the software replacement and prophylactics are
underway;

- if any dispute arises in connection with this
Agreement, until such dispute is resolved.

4.3. The Customer’s obligations shall be as
follows:

4.3.1. To make sure that all hardware and software
specified in Annex 2 hereto are in place by the date
on which the System installation and testing
commence.

4.3.2. To observe all rules for using the System.

4.3.3. To check if the Bank received the ED
transmitted, and if not, to inquire the Bank why the
ED were not received by the Bank.

4.3.4. To prevent the replication and transfer to a
third party of the System provided thereto by the
Bank for the purposes of the ED exchange as
provided for herein.

4.3.5. To use an operable and virus checked PC,
during the ED exchange, to process, store and
protect information.

4.3.6. To keep confidential and not to furnish to
third parties all confidential data (the Customer’s
EDS secret (private) Key, password for the EDS,
password for access to the System, password for
connections to the Bank’s servers, etc.).

4.3.7. To inform immediately the Bank after
detection of any actual or attempted unauthorized
access to the System.

CleAyIomuil pabounii JeHb MyTEM HaIlpaBICHUS
Kimnenty  mucbMeHHOTO — cooOmieHHmss 00
WHPOpPMaMOHHBIM coolmenueM 1o Cucreme.
IIpu »toM bank He OyAeT MpPOU3BOAHUTH
ucrionHeHne OJ] 10 MOMEHTa MOJNydYeHUs
JOKyMEeHTa Ha OyMa)KHOM HOCHTEIE.

4.2.7. IlpnocTaHOBHUTH PacUYETHOE OOCITYKUBaHUC

Kmuenra ¢ wucnons3oBanmem CucTeMBI B

CIICIYIOIINX CITy4asix:

— BO3BHHKHOBCHHUSI TEXHMYECKUX HEHUCIPABHOCTEH
ipu pabote ¢ CucTemMol - 10 X yCTpaHSHHS,

— CMEHBl  TPOrpaMMHOT0  oOecredeHusT W
MPOBEICHUS MPOYUIAKTUICSCKHUX padoOT;

— BO3HUKHOBEHMSI CIIOPHOM CHUTYyallH, CBSI3aHHON
C WCTOJB30BaHMEM HacTofmiero Jlorosopa - 1o
paspeleHus cropa.

4.3. KiineHr o6s13yercs:

4.3.1. Oobecneunts 1m0 Havyama paboT 10
YCTaHOBKE U TECTHPOBAHUIO Cucremsr
MPOTrPaMMHO-TEXHUYECKHE CpenacTBa B

cootBeTcTBUM ¢ IIpunoxxkeHueM 2 K HACTOSILEMY
Horosopy.

4.3.2. CobOmoaTh BCE MpaBWIa HCIOJIb30BAHMS
Cucremsl.

4.3.3. Tlpoeepsts mociie otnpaBku O] dakr
nosmyueHust bankom nepemanHeix OJ1. Ilpu He
MOATBEPXKICHNH (paKTa MOTydeHHUs — 0OpamaTbes
¢ 3anpocoM B baHk [yt BBISICHEHUS! IPUYHHBI, TIO
KoTopoi manHbid D] He monyyeH bankom.

4.3.4. He nomyckath THpa)XMpPOBAaHUE U Nepeaady
TpeTtbell cropoHe CHCTEMBI, NPeIOCTaBIIEeMOI
emy bankom mms mpoBemenus oOmena JJ[ mo
Hacrosimemy Jorosopy.

4.3.5. Ilpn npoBeneHun obmeHa O/ mpUMEHSTH
cucTeMbl 00paOOTKM, XpaHEHHS M  3aIlIHUThI
WHPOpPMAIUK  TONBKO HA  HMCIOPaBHOM U
MPOBEPEHHOM Ha OTCYTCTBHE KOMITBIOTEPHBIX
BHPYCOB IIEPCOHAIIBHOM KOMITBIOTEPE.

4.3.6. XpaHuTh B CEKpeTe W HE IepeaaBaTh
TPETPUM  JIMIAM BCE CEKPETHbIC JJaHHBIE,
(HOCHUTEND cexpeTHOro (3akpeiToro) Kimoua DIIIT
Knuenra, mapons wa DI, mapons Ha moctym B
Cucremy, naposib Ha TOJKIHOYEHHE K CepBepaM
banka u apyryro naopMaIuio).

4.3.7. HememnenHo coobmars banky 00
0oOHapyXeHHH HECaHKIMOHUPOBAHHOTO JIOCTYyIa
JINOO TIOMBITKH HCCAHKIMOHUPOBAHHOTO AOCTYyIla




4.3.8. To notify immediately the Bank in writing of
any loss or disclosure of the EDS secret (private)
Key/encryption, and in case of the verbal
notification (via phone duly confirmed through
codeword) to send a written confirmation within
one (1) business day of such loss or disclosure. In
such case, the use of the System shall be
discontinued from the moment of such notification
until the registration by the Bank of the Customer’s
new EDS public Key.

4.3.9. To generate, upon request by the Bank, a
new pair of the Customer’s EDS Keys (public and
private) and to register the new EDS public Key
with the Bank.

4.3.10. Within not later than 5 (five) business days
(of receipt of the Bank’s request) to submit to the
Bank all payment documents in paper form for the
operations carried out through the System.

4.3.11. Not to make changes in the System
software.

4.3.12. To demolish/delete the System upon

termination of this Agreement within one (1) day.

4.3.13. To pay for the services provided by the
Bank at the Rates defined herein.

4.3.14. To maintain and keep the System software
up to date subject to amendments and
modifications published by the Bank.

4.4. The Customer’s rights shall be as follows:

4.4.1. To use the System as provided for herein.

4.4.2. To request the Bank to disable the EDS
public Key if any actual or attempted unauthorized
access the System is detected.

4.4.3. To generate, at his/her own discretion, a pair
of the Customer’s EDS Keys and to register the

k Cucreme.

4.3.8. HememmenHo B NHCBMEHHOW (opme
yBenoMJISITh baHk 000 Bcex ciydasx yTparhl Win
packpeITHsI  CeKpeTHoro (3akpeiToro) Kiroua
OUIl/mmdpoBanusi, B  CIy4asx  YCTHOTO
yBenomiieHus (1Mo TenedoHy, COOOIIMB KOIOBOE
CJIOBO) MUCbMEHHO MOATBEPANTH €ro B TeueHue 1

(omHOTO) pabouero ITHS c MOMEHTA
YTPaThl/PaCKPBITUS Kitoua. [pu 3TOM
ucnonp3oBaHre CHCTEMBbI — MPEKpamacTcss ¢

MOMEHTA TAKOTO YBEIOMIICHHS O PErucTpauuu
HOBOTO OTKphIToro Kmrowa OIIII Kimenrta B
banke.

4.3.9. Tlo TpeboBanmio baHka creHepupoBaTh
HoBYyI0 mapy Kiroueill (OTKpBITOrO M 3aKpBITOTO)
OUIl KnueHnta W 3aperucTpupoBaTh HOBBIH
otkpseIThii Kirou OLIT B banke.

4.3.10. Tlo TpeOoBanuto banka He mno3mHee 5
(msitr) paboumx mHEH (C MOMEHTa IOyYeHUs
TaKoro TpeOOBaHWs) MPENOCTaBIATh B baHK Bce

IJIaTC)KHBIC JOKYMCHTHI, IIPOBCACHHBIC C
HCIIOJIb30BAaHUCM Cucremsbl Ha 6yMa)KHOM
HOCHTCIIC.

4.3.11. He BHOCUTHh M3MEHEHHS B MPOTPAMMHOE
oOecnieyenun CUCTEMBI.

4.3.12. IIpu pactopskeHnu HacTosmiero Jlorosopa
B TeueHHe | (OHOTO) ITHS YHUYTOXKUTH/YIAIUTh

Cucremy.

4.3.13. OmyauMBaTh YyCIyTd, MNPEAOCTaBIsEMbIE

bankoM B COOTBETCTBMM C JCHUCTBYIOLIMMH
Tapudamu.
4.3.14. [oanepxuBaTh MPOTPaMMHOE

obecrieueHre B aKTyaIbHOM COCTOSIHHUH C yUETOM
M3MECHEHUH W JIOTIOJIHEHHH, OITyOJIMKOBAaHHBIX
Bankowm.

4.4. KiineHT BripaBe:

4.4.1. Tlomp3oBaTbcsi ycnyramu CHCTEMBI B
MOpSAAKE ¥ Ha YCIOBUAX, NPETyCMOTPEHHBIX
HacTosmumM J[oroBopom.

4.4.2. OOpamartecsi B bank c TpeboBanuem o
OmokupoBanuu  OTKpeiToro Kmrowa OILIT B
ciydasix OOHapyKeHUs HECaHKIMOHHPOBAHHOTO
JOCTymna 100 TONBITKA HECAHKLIMOHWPOBAHHOTO
noctyma k Cucreme.

4.43. Ilo cBoeMy YyCMOTPEHHIO T€HEPUPOBATH
HOBylo mapy Kimouett OIII Kmmenta wu




same with the Bank not more frequently than once
in 6 months.

4.4.4. To receive originals (certified copies) of the
payment orders in the Bank.

5. Liability of the Parties

5.1. The Parties shall be held liable for any default
or improper performance of their obligations under
this Agreement as provided for by Kyrgyz laws and
this Agreement.

5.2. The Customer shall be liable for the accuracy
and completeness of all documents submitted to the
Bank through the System.

5.3. The Bank shall be liable for the processing of
the ED not bearing the Customer’s EDS.

5.4. The Bank shall not be liable for damages
inflicted to the Customer as a result of the use by
any third parties of the Customer’s EDS secret
(private) Key, for damages inflicted to the
Customer as a result of the Customer’s non-
fulfillment or improper fulfillment the instructions
of the Bank .

55. The Bank shall not be liable for the
dysfunction of the hardware or software or
communication channels owned by the Customer
or third parties and used in the operation of the
System.

5.6. The Bank shall not be liable for damages
caused to the Customer’s hardware or software or
information stored in such his/her equipment, or for
the safety of the System and the Customer’s PC or
for their protection from viruses and other
damages.

5.7. The Bank shall not be liable for the failure to
provide the services/operations to the Customer
through the System, if the Customer’s account is
blocked or account operations are suspended as
provided for by Kyrgyz laws.

5.8. The Parties shall be excused from liability for
full or partial default on the obligations under this
Agreement, if such default is caused by the force
majeure events such as: fire, natural disasters,
power transmission or communication lines

peructpupoBath OTKpbITEI Kitou OLIII B banke
He Oosiee 1 pa3a B 6 MeCSIIICB.

4.44. llomywyatb B  baHke  OpHUTrHMHaNbI
(3aBepeHHBIE KOMUH) TUTATEXKHBIX MTOPYIEHH.

5. OTBeTcTBeHHOCTH CTOpPOH

5.1. 3a HeucnomHeHWE WM HEHaJIekKaIlee
UCTIOJIHEHHE  0053aTeNbCTB IO  HACTOSILEMY
HoroBopy CTOpOHBI HECYT OTBETCTBEHHOCTH B
COOTBETCTBHUH c JIEHCTBYIOIITUM
3aKOHOMATeNbCTBOM KwIprbisckoit PecryOmnwku u
HacToswuM J[oroBopom.

5.2. KimeHT HeceT OTBETCTBEHHOCTH 3a
JIOCTOBEPHOCTh W TOJHOTY BCEX JIOKYMEHTOB,
HCpCIL&HHLIX B EaHK C HCIIOJIB30BAHUEM
Cucremsl.

5.3. bank HeceT OTBETCTBEHHOCTD 38 HCIIOIHEHUE
9/1 e 3aBepenHoro DUII Knuenra.

5.4. BaHk He HECET OTBETCTBEHHOCTH 3a yIEpO,
NPUYUHEHHBIN Knuenty B pe3ynbTare
WCIONB30BaHUsI TPETBHUMH JIMLAMH CEKPETHOTO
(3akpeiToro) Kioua DIl Knuenra, a Takxke 3a
yuep0, npuanHeHHbIH KineHTy B pe3yibrate
HEUCTIOTHEHHUS WIH HEHa/JIKAIETO
ucnonHerns Knuentom uacTpykuunii banka.

5.5. bank He HeceT OTBETCTBEHHOCTH 3a
HEHAIEXKAIIEE (hyHKIIMOHUPOBaHUE
MPOTPAMMHO-TEXHUYECKUX  CPEJICTB, KaHAJIOB

CBA3M, TMpHHAIeKAMUX KiHeHTy win TpeTbuMm
JMLaM, HUCIOJIb3YeMbIX B Ipouecce padoThHl ¢
Cucremoil.

5.6. bank He HeceT OTBETCTBEHHOCTH 32
MTOBPEXKICHUE MIPOrpaMMHO-TEXHUYECKHUX
cpenctB Kinuenra wim nHpopManyu, XpaHsiiencs
Ha ero 0o0OpyIOBaHUH, a TAKKe 3a OE30MaCHOCTh
CucreMpl M NEPCOHANBHOIO  KOMIIBIOTEPA
KineHnTta oT BUpYCOB M ApYyIruX MOBPEXICHUM.

5.7. baHKk He HeceT OTBETCTBEHHOCTH 3a HE
HEUCTIOJHEeHHEe yciyru/onepaiuu s Kivenra ¢
ucnonb3oBanueM CucTeMbl, €CId Ha CYeT
KimmenTa ObuT HAJIOKEH apecT WM ONepalfy 1o
HeMy OBUTH MPHOCTAHOBJICHBI B COOTBETCTBHUH C
3aKoHOAaTeNbcTBOM KoIpreisckoit PecrryOmmkm.

5.8. CropoHsbl 0CBOOOXTAIOTCS oT
OTBETCTBEHHOCTH 3a IIOJHOEC WM YacCTHYHOE
HEHCIIOHEHNE 0053aTeNbCTB 110  HACTOSIIEMY
JloroBopy, ecinm HEHUCIOIHEHUE 00s3aTeIbCTB
SIBUJIOCH CJICZICTBUEM 00CTOSITENTLCTB




breakage, mass riots, military conflicts, terrorist
acts, adoption of normative legal acts, issuance of
orders or instructions or other administrative
interference by the government and state
authorities, affecting the ability of the Parties to
perform their obligations under this Agreement, or
other circumstances beyond the reasonable control
of the Parties.

6. Term of the Agreement and termination.

6.1. This Agreement shall become effective from
the date of its signing by the Parties and shall be
valid for an indefinite term.

6.2. The Parties may terminate this Agreement
unilaterally by notice to the other party made in
writing not less than ten (10) days prior to its
termination subject to the fulfillment of all
obligations and mutual settlements under this
Agreement.

6.3. The termination of the General Agreement or
closing of the Customer’s account in the Bank shall
be the basis for cancellation/termination of this
Agreement.

7. Dispute resolution

7.1. The Parties hereby agree and acknowledge that
any disputes arising out of or in connection with
this Agreement, including disputes concerning the
execution, breach, termination, cancellation or
invalidity hereof shall be resolved by the
International Court of Arbitration in Bishkek (the
“ICA”) under the ICA Rules by one arbitrator
elected in accordance with these ICA Rules. The
dispute resolution shall be governed by the
substantive law of the Kyrgyz Republic. The seat
and place of arbitration shall be Bishkek, Kyrgyz
Republic. The Russian language shall be used
throughout the arbitration proceedings. The ICA
award shall be final.

8. Final provisions

HEMpeoAonuMor cuitbl ((opc-Makop): HoXkapa,
CTUXUHHBIX OCICTBHM, TMOBPSKACHUS JHHUN
3IIEKTpOTepeIaun MM KOMMYHHUKAIMNA, MaCCOBBIX

OecropsIKoB, BOEHHBIX KOH(IIMKTOB,
TEPPOPUCTHUECKUX aKTOB, TIPUHATHE
HOPMAaTHBHBIX  TIPaBOBBIX  aKTOB,  HM3JAHUA
MIpeIUCaHNH, MIPHUKa30B WIH HHOTO
aJMHHHUCTPATHBHOTO BMEUIATEIHCTBA CO CTOPOHBI
MPAaBUTEIBCTBA, T'OCYAAPCTBEHHBIX  OPraHOB,
OKa3pIBAIOIIMX  BJIMSHME Ha  BBHIINOJIHEHHE
oOszatenscTB  CTOpOHAMHM 1O  HACTOSIILEMY

JloroBopy u MHBIX 0OCTOSITENHLCTB BHE Pa3yMHOT'O
KoHTpoJisT CTOPOH.

6. Cpoxk peiictBusi JloroBopa um mOpsiAOK
pacTop:KeHusl.

6.1. Hacrosmuit JloroBop BcTymaer B CHIy C
JaThl ero noAnucanuss CTOpOHAMU M 3aKITI0YaeTCs
Ha HEONPEJECICHHBINA CPOK.

6.2. CTOpOHBI BIpaBe PacTOPTHYTh HACTOSIIUN
JloroBop B OIHOCTOPOHHEM IOPSAKE, YBEIOMHUB
00 sToM apyryro CTOpoHY B HMHCBMEHHOU (opme
He Menee yem 3a 10 (mecsath) mHEH H0O €ro
pacTOp>KeHUsI C OO0s3aTENbHBIM BBIIIOIHEHHEM
BCEX 00s3aTelbCTB M B3aMMOPACUYETOB  II0
Hacrosuemy Jorosopy.

6.3. Pacropxenue I'enepansHoro CornameHus
HJIN 3aKPBITUE CUCTOB Knuenra B banke sBisgercs
OCHOBAaHHEM ISl PACTOPKEHUS /MpeKpaiieHus
Hacrosiero Jlorosopa.

7. Ilopsaaok pa3penieHus COpPoB

7.1. Hactosmium CTOpPOHBI COTJAIIAOTCS U
MPU3HAIOT, YTO JIFOOBIE CIIOPHI, BO3HUKAIOIIUE WITH
CBA3aHHbIE C HacTosAmKM JloroBopomM, B TOM
YUCIIE  CIOpHl  Kacaroluecs  3aKJIFOYeHUs,
HapyIICHUs, TPEKPAIEHUs, PACTOPKEHHS WIH
HeJeWCTBUTENBHOCTH  Hacrtosimero Jlorosopa,
MOJJIeKAT pa3pelieHnto B MexXIyHapoIHOM
Tpereiickom Cyze (r. buikek) (manee mo TeKCTy
-«<MTC») B cootBerctBum ¢ Permamentom MTC
OJHUM apOUTPOM, U30PAHHBIM B COOTBETCTBHH C
3TUM PernamenTom. [IpumenuMbIM
MaTepualbHBIM MpPaBOM, B COOTBETCTBUH C
KOTOPBIM OyJIeT pacCMaTPHUBATHCS CIIOP, SBISETCA
3akoHOAaTesIbcTBO  Kbipreisckoit  PecryOnukn.

MecTtom MIPOBEJICHUSA TPETENCKOT0
pazOupaTenbcTBa  SIBISIETCST  TOpop  burkek,
Keipresckas PecryOnmka. SI3pIkoM TpeTeiickoro
pasOuparenbCTBa  SIBISETCA  PYCCKMU  SI3BIK.

Pemerne MTC sBisieTcss OKOHYATEIHLHBIM.

8. 3akiounTeILHBIC MOJI0KEHUS




8.1. In the event the Customer’s account is blocked
or account operations are suspended at the request
of the competent law-enforcement/state authorities
in cases stipulated by Kyrgyz laws, the System
shall be blocked for the duration of such
restrictions.

8.2. The Parties acknowledge that the Bank’s
information about services/operations provided
through the System using the electronic media shall
be sufficient proof of such services/operations in
dispute resolution proceedings.

8.3. All amendments and modification to this
Agreement shall be made in writing in a separate
agreement signed by the Parties and forming an
integral part hereof.

8.4. This Agreement is executed in two original
Russian and English language counterparts of equal
legal force; each Party shall retain one English and
Russian original. In case of any discrepancies
between the Russian and English versions of the
Agreement, the Russian version shall prevail.

9. Details and signatures of the Parties
BANK

Kyrgyz Investment and Credit Bank (KICB)
Address: 21 blvrd.Erkindik, Bishkek, Kyrgyz
Republic

Taxpayer Identification Number: 01901200110066

Phone: 996 (312) 620 101
Fax: 996 (312) 620 202

8.1. Hanoxenme apecta Ha cyeT WIH
MPUOCTAHOBIICHUE orepanuid nmo cuery KiumeHra
1o TpeOOBaHUIO YIIOJTHOMOYEHHBIX
MPaBOOXPAHUTEILHBIX/TOCYJAPCTBEHHBIX OPraHOB
B CIIyJasix, IIPEyCMOTPEHHBIX
3akoHOmaTenbcTBOM  Koipremckoit  PecryOmmkw,
omokupyer pabotry CucTrembl A0  CHATHSA
OrpaHUYECHUM.

8.2. CTOpoHBI MPHU3HAIOT, 4TO AaHHBbIe banka 00
yciyrax/onepanusix ¢ ucnonb3oBanueM CHcTeMbl
Ha  OJIEKTPOHHBIX  HOCHTENAX  HMH(OPMAINU
SBIIAIOTCST JTOKA3aTeNbCTBAMU MPH  Pa3perIeHuN
CIIOpOB.
8.3. Bce U3MEHEHUSI K
3aKJII0YAI0TCS
BUAEC TyTeM
COTJIALICHHS,
4acThI0

JOTIONTHEHUSI |
HACTOSILIEMY Horosopy
CropoHamMu B  THCHBMEHHOM
3aKJTFOYEHUST  JOMOIHUTEIHFHOTO
SIBJISIFOIIETOCS HEOTHEMJIEMOU
Hacrosero Jloroeopa.

8.4. Hacrosamuii JloroBop 3akilo4eH B JBYX
MOMIMHHBIX  JK3EMIUIIpaX Ha  PYCCKOM H
AHTJIMHACKOM SI3BIKAX, 10 OJHOMY 3K3EMIUIAPY IS
Kaxaoil  CTOpOHBL, UMEIOIIUX  OAUHAKOBYIO
IOpUIUYECKYl0 cuily. B cioydae pacxoxiaeHuit
MEXIYy PYCCKUM W AaHIJIMACKAM TEKCTaMH,
PYCCKHI TEKCT UMEET NPEUMYILECTBEHHYIO CHITY.

9. PexBu3utsl u noanucu CTopoH
BAHK:

Kbipreizckuii
bank (KUKB)

HNuBectunnonHo-KpeauTHblii

Anpec: OynbBap OpkuHavk 21, r. bumkex
720040, KP
WHH: 01901200110066

Ten: 996 (312) 620 101
daxc: 996 (312) 620 202

By:
seal IMoamuce M.II
CUSTOMER KJIMEHT:
Address: Anpec:
By:
[Name] [©.1.0.]
signature TTOJTIINCH




to the Online Banking Agreement dated

Payment Timetable

Annex 1

Mpunoxenue 1

K [loroBopy 6aHKOBCKOTO 00CITy>KHBaHHUS IO
cucreme «bank-Kiauent» ot

I'paduk ocymecTBiaeHns niarexei

Ne Payment description | Time of payment Ne HawnMenoBaHue miarexa Cpoxku
transmission MIPOBEICHMS
1. | Packaged clearing 9.00-11.00 TaTexa
services 1. | Cuctema IMTakeTHOTO 9.00-11.00
2. | Gross settlement 9.00-15.00 Knupunra
services 2. | I'poccoBas cuctema pacdera 9.00-15.00
3. | Conversion 9.00-16.00 3. | KonBepcuonHble onepanun 9.00-16.00
transactions 4. | Buytpu  OaHKOBCKHE | 9.00-16.00
4. | Inside the bank 9.00-16.00 GbuTHanbHbIC TUIATEKH
transfers and bank-to- 5. | CBUDT 9.00-15.00
offices transfers
5. | SWIFT 9.00-15.00
Financial limits ®uHAHCOBBIE JUMHUTHI
Overall limit on all types of payments | Jlumutr B COBOKYITHOCTH IO BCEM BHJIAM

(excluding exchange operations) conducted
through Bank-Client system equals to KGS
10 000 000 for one day.
Payments which exceed fixed limit will not be
processed by the system.

Bank:

Customer:

TUIaTeXKEeH (32 UCKITFOYEHUEM KOHBEPCUOHHBIX
OTIEpAIIHii ), TPOBOIUMBIX UEPE3 CUCTEMY
«bank-KnueHT», Ha OIUH JI€Hb COCTABIISIET
10 000 000 comos.
[Tnarexwu, MpeBbIIIAIONINE YCTAHOBIECHHBIN
JUMUT, CUCTEMOM HE 00pabaThIBaIOTCS.

bank:

Knuent:
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Annex 2
to the Online Banking Agreement dated

Hardware and software necessary for the operation
of the System (to be purchased by the Customer at
its own expense from third parties)

1. Hardware and software:

1.1. Operating system MS Windows 2000 SP4
(x86), MS Windows XP SP3, MS Windows Vista
SP1, MS Windows 7.

1.2. Monitor with a 1024x768 or higher resolution.
1.3. Free disk space for the online banking system
of not less than 50 MB.

1.4. USB port with USB drive or standard disk
drive with diskette.

2. Antivirus software updated on constant basis.

3. Access rights of administrator for installation of
program.

4.For program:

4.1. Support of Russian language by operating
system (for Russian version).

4.2. Full access rights on the installation program
folder to end user.

4.3. Access to the Internet at the Bank's server
212.112.101.131, port TCP 1433.

5. For network version:

5.1. Shared network folder with full access to users
of the program.

Bank:

Customer:

[punio:xenue 2
K [loroBopy 6aHKOBCKOTO 00CITy>KWBaHHUS IO
cucreMe «bank-KiueHT» OT

[TporpaMMHO-TEXHHYECKHE CPEJICTRA,
HE00X0IUMBbIE JIJIS 00ecTieYeHUs PabOThI
Cuctemsl (mpuobpeTatorcst Knuentom 3a

COOCTBEHHBI CUET Y TPETHHX JIUII)

1. AnmapaTHO-TIpOrpaMMHBIE CPE/ICTBA:

1.1. Onepammonnas cucrema MS Windows 2000
SP4 (x86), MS Windows XP SP3 (x86), MS
Windows Vista SP1, MS Windows 7.
1.2.MonuTop, NOAJNEPKUBAIOLINI pa3pelIeHue
1024x768 wnu BoITIIE.

1.3. CBoOomHOE MAMCKOBOE MPOCTPAHCTBO IS
cuctembl «bank-Kimuent» He menee 50 Moaiit
1.4. Tloptr USB ¢ HakomuTenbHBIM YCTPOMCTBOM
USB wiu craHgapTHBINA AUCKOBOJ C TUCKETOM.

2. PerynspHoe oOHOBIsIEMOE
MporpaMMHOe o0ecTiedeHue.

AHTUBHUPYCHOE

3. IlpaBa aaMuHUCTpaTOpa [UIsI YCTaHOBKHU
POrpaMMBbl

4. Tnst pabOTHI TPOTPAMMBL

4.1. Tlomgnmepkka  OINEpanMOHHOW  CHCTEMBI
PYCCKOTO SI3BIKa
4.2. Hammune MOJHOTO JIoCTyna TS

M0JIb30BATENISl HA MAINKy YCTaHOBKH MPOTPAMMBI.
4.3. Hoctyn B uHTEpHET Ha ceprep banka

212.112.101.131, mopt TCP 1433

5. Jlns paboThl B CETH:

5.1. O6wuii ¢ai-pecypc B CETH C TOJIHBIM
JOCTYTIOM TOJIBKO TSt H0JIb30BaTEICH
MPOTPAMMBI.

bauxk:

Kinuenr:
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